SMB Smart Solutions™

Helping Small and Medium-sized businasses with Sacurity, Productivity and Cosl conoerns.

Security

Problem

A rediveresioed business had magar
gecUfly cancems, Four of five unautho
rizedd peaple entered the premises
each day. Deta had no security at al.
Thesr weh sile: wirs compleiely open 1o
attack, Laplops, which contained sen-
sitive data, were not probected and
they were wsed outside e offica.
USE memory sticks were fresly abls to
copy dala from (he meivork and the
laplops, Everyihing was open 1o ey
one, Mothing was pratected,

Solution

ACS evelusted curment versions of Clsco
Pl Firewall 05, Single Domain Login
snd VPN Acooss Sacurtty. Sonk: Firewsl
Secune VPN Client for VRN Access was
nistailed. Multiph: kvels of sdminista
e 591"'“:5' S00Ess weane cragted, a3
well a5 local and domainbesad pass-
winrds. ACS wrote 5 Pessword Policy
snd menagement enforced it

Results

ACS evaluated current versiens of
Ciseo Pix Firewall 05, Single Domain
Login and VPN Access Securlty.
Sonic Firewall Secure VPN Client Tor
VPN Access was installed. Mubtiple
levels of sdminstrative securlty
aocess were crealed, as weall as local
end domain-based passwords, ACS
wirole a Passwond Pﬁ-lll::[ and man-
agement enforced it.
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